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^ ^ £LAIM OF PRIORITY 

This application makes reference to, incorporates the same herein, and claims all benefits 
accruing under 35 U.S.C. §§119 from a provisional application for Approved Web Site MP3 
Downloading earlier filed under 35 U.S.C. § 1 1 1(b) in the United States Patent & Trademark Office 
on the 5 th of January 1999 and there duly assigned Serial No. 60/1 14,958. 

1 / Pfi ELD OF T HETWENTIQN* 

Qj The present invention generally r^fefles lo a process' and appaiatua for ensuing th a t .a dig ital 
storage device will only be abl^tc^ciownload or play files that were obtained from sources deemed 
by the manufacturer of^Ke device, or by an overseeing organization, to be acceptable, and, more 
particularly, tq^5rocesses and devices able to ensure that the digital storage device does not 
download/play or display files that were obtained over the Internet from web sites that have not been 
-HpI^TmH hy Hth Q r thfi nw n f ?^"rfT nf the Hevic e-o^ hy nn ovornooing organizati o n * 




^j^ BACKGROUND OF TIIE INVENTION ■ / 

With the gr owi ng populmlty^ fasTn g - tlit; Internet tu U^disfei Bleu in di git 
been increasing concern over the need to protect the^rftellectual property rights of individuals and 
organizations to copyrighted materials suclytfs books, music, movies and manuscripts. Once 
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1 copyrighted materials have been made available in digital format, high quality illegal copies of 

2 copyrighted materials can be quickly and indiscriminately be made available to others. 

3 Several web sites currently make available for free distribution, unencrypted files of the 

4 contents copyrightable material such as books and audio music. Several of these web sites are 

5 maintained with the full consent of the lawful owners of the copyrighted material, because some 

6 copyright owners see this as a way to help promote and market their products. On the other hand, 

7 there are other web sites that make available copyrighted files without the consent of the rightful 

Q I 

owners of the copyright. Generally, it & desirable to allow web sites to distribute lawfully available 

■p / 

^"9 copies of both unencrypted and encrypted files over the Internet to digital devices while concurrently 

:-ho preventing these digital devices from/being able to either play or download illegally available files. 
H / 

'"Hi One technique that is currently used Jto address this problem uses encryption to allow only devices 
G / 

U2 with the appropriate encryption key/to decrypt a particular file; therefore, when an encrypted file is 
b / 

J33 downloaded from a web site, only tme devices for which the file was intended are able to decrypt that 

OU file. / 

1 5 Existing encryption techniques are appropriate in the situation where only legal sources have 

16 access to specific copyrighted material and precaution has been made to assure that whoever 
n downloads that material can not/subsequently distribute the material in an unencrypted format for 
is use, by way of example, on another device able to display, reproduce or play the copyrighted 

19 material. I have noticed however, that existing encryption methods do not solve the problem of 

20 protecting copyrighted material from unlawful use or reproduction if the copyrighted material is 
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1 already available in the han^efthose who would make it available illegally; such is the case with 

2 music files, whic^afe already widely distributed in digital format (/.e. 5 compact discs, commonly 

3 known a^CD's") making it easy for someone to illegally distribute the musical content read from 

4 tife dioc over the . In terngTT 

5 The fact that the digital content of a file, such as music, happens to be encrypted does not 

6 mean that the digital content has been made available with the consent of the rightful owners in the 

7 first place; therefore, encryption alone is not sufficient to address this problem of protecting 

8 copyrightable material. 

g c )o SUMMARY OF THE INVENTION 

v> . 

10 it-ifrtherefer- , one object of th e present invention to provide Improved p r ocesses and apparat us 

11 ^-Hktnhntinn r\f fiTesLvia tl^p-fntpiw*-^ 

12 It is another object to provide processes and apparatus to allow web sites to distribute 

13 lawfully available copies of both unencrypted and encrypted files over the Internet to digital devices, 
H while concurrently preventing these digital devices from being able to either play or download files 
is that are available illegally. 

16 It is still another object to provide processes and apparatus that allow web sites to distribute 

17 legally available unencrypted and encrypted files over the Internet while simultaneously preventing 
is digital devices from either playing or downloading illegally available files. 

19 It is yet another object to provide a relatively efficient and foolproof solution that, when 

20 incorporated into processes and apparatus during the practice of the principles of the present 
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invention, remedies the problem of protecting copyrightable material from unlawful use, 
reproduction and distribution by ensuring that a digital storage device will only be able to download 
or play those files that were obtained from approved sources. 

■ opcn - architccturc - of personal computers and the fact t ha t per s onal computers are * 
currently not covered under the Digital Audio Recording Devices And Media Act, 1 7 U.S. C. § 1 00 1 , 
et seq., it may be difficult to restrict a personal Computer from downloading illegally available 
material; however, it is still possible from both/a technical and legal perspective to restrict non- 
personal computer digital devices (i.e., nonJ*C's) from downloading illegal material either directly 
from the Internet or from a personal cortfputer. These and other objects may be attained by setting 
up of an approved web site database with a personal computer that is equipped with software that 
encrypts only those files that ar^aownloaded from web sites listed on that database. In turn, a digital 
storage device with a pergonal computer interface only downloads those files that have been 
appropriately encoded^y the personal computer; alternatively, the digital storage device can be 
allowed to downed any file but not be allowed to play or display any downloaded file. Similarly, 
non-PC digM devices with direct Internet connectivity would be able to only download, play and 
display those files downloaded from web sites on the Approved Website Database. The present 
invention may therefore, be practiced regardless of whether the files that are made available on a web 
te are eithe r in an encrypted or in an unencrypted format. 



fo-t he p i Ufcl tee- iif this in ve nti on with un encrypted file s ^ cbfHfril dcv i cor . .ire - only able I if 




download files that were made available in unencrypted format with the permission of the rightful 
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1 owners of the copyrighted content of the material. The only action that is required by the managers 

2 of web sites will be to submit their web site to an industry committer's a legitimate source of files 

3 containing copyrighted material. This web site is in turn placepKm the Approved Web site Database 

4 and can be monitored for compliance with copyright protection laws. Those web sites that make 

5 available files without the consent of the rightfiJ^wners of the copyrighted material in those files 

6 would be denied listing on the Approved Website Database by the industry committee. 

7 When practiced with an/^ncrypted file during downloading, the practice of this invention 
Q ensures that web sites provide encrypted copyrighted material with the consent o f the rightful owners 
% of that material. The/fact that a website happens to have the software necessary to encrypt the 
jg copyrighted maj^rial does not, by itself, necessarily mean that the website is making those files 
y available oyer the Internet legally in the first place. Proper maintenance of the Approved Web Site 
y Database can serve as a way to ensure that digital devices are only able to download encrypted files 
% #t wre ■■ twf H 'H y 'f"l"M " "" tV> tV>n rrm Sfi P t of the rk ht fal owne r s of tho material. 

14 BRIEF DESCRIPTION OF THE DRAWINGS 

is A more complete appreciation of the invention, and many of the attendant advantages thereof, 

i6 will be readily apparent as the same becomes better understood by reference to the following detailed 

n description when considered in conjunction with the accompanying drawings in which like reference 

is symbols indicate the same or similar components, wherein: 

19 Figure 1 is a diagram that illustrates the components of one system that may be used in the 
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1 . practice of the principles of the present invention; 

2 qJSs -figur e 2 is a flow chart diagram that ^tfstrates several of - the s teps that may be followed m » 

3 order to launch a software program onXpersonal computer by using standard web browser; 

4 Figure 3 is a flow chart diagram that illustrates several of the steps that may be used in order 

5 to encrypt music files thaj/tiave been downloaded from a web site on an approved web site database; 

6 and X 

7 Figwe4 is a flow chart diagram that illustrates one method for a digital storage device to 

8 y i n^g i ^ rij pl a y nnrl rifoplny "n^ryptH fi 1f> s a personal compu ted 

«ssF 

=0 

J DETAILED DESCRIPTION OF THE INVENTION 

: {b Turning now to the drawings, Figure 1 illustrates one system constructed as an Approved 

Wi Web Site MP3 for downloading protectable material during the practice of the principles of the 

IJ2 present invention. A central server 100 operationally coupled to transmit and receive 

,|B communications on the Internet 1 12, contains an Approved Web Site Database, which is a list of 

I34 web sites maintained by a personal computer 114 that is deemed to be one of a plurality of 

15 acceptable sources that are authorized to download via the modem 1 1 8 of computer 1 14, a file of a 

16 certain type from a server 1 16 to non-PC digital devices, such as digital storage device 120. Digital 
n storage device 120 would, in turn, enable a consumer to use the downloaded material as, by way of 
is example, listening to audio sounds and music and viewing video images that are contained within 

19 the downloaded file, with speakers or earphones (not shown) and the video monitor 122 of personal 

20 computer 1 14. Keyboard 124 enables the consumer to control personal computer 1 14 as well as to 
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access the Internet 1 12 via modem 118. 

Digital storage device 120 contains a PC interface (not separately shown) that permits control 
and data communication between computer 1 14 and device 120. Computer 1 14 loads from either 
an internal memory such as its hard disk, or from an external source, software that is adherent to the 
specifications described in the following paragraphs, to maintain copyright protection during and 
after the transfer of digital material to non-PC Internet enabled digital storage devices 120, as well 
as to digital storage devices that are able to download copyrightable material from the Internet 1 12 
without the assistance of a PC 114. 

Turning now to Figure 2, before a user begins to download selected files from Internet 1 12 
onto a digital storage device 1 20 with a PC interface via a personal computer 1 1 4, the user first needs 
to load a software program (hereinafter sometimes referred to as the "Software Program" that is 
adherent to the specifications of this invention) from a memory 130 onto the operating system of 
computer 1 14. The Software Program loaded from memory 130 can contain either its own web 
browser program or the Software Program can be used in conjunction with another web browser 
already stored in computer 114. If the Software Program is to be used with another web browser, 
the Software Program can either be stored in a plug-in module that works with the web browser or 
the Software Program can configure the web browser so that the Software Program is the default 
executable program that is run whenever a user opens a file of the type that this system will be 
protecting (e.g., MP3). 
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il hl fltm tfd by Figure 7 } to i m plrnirn tin g thn l.nttnr npprnnnh, nftnr ntnrtfn p the Softw^EB * 

Program in step 200, in step 204 the user clicks a mouse selector button (not shown) or a keyboard 
designator to select a website link, to select and to download specific files/fesired by the user. The 
Software Program gives the user an option in step 206 to either &^ve or to open the selected 
downloaded file. Designation by the user of an election to save the selected file, triggers the 
Software Program to download the selected file from server 1 1 ^without first encrypting the selected 
file. Alternatively, designation by the user of an election to open the selected file triggers the 
Software Program to open the downloaded file and, in/step 210, launch a program for playing the 
contents of the opened file. As illustrated in tne Figure 2, the Software Program may be 
implemented with either a plug-in or proprietarweb browser, in much the same way. Accordingly, 
the Figures use a web browser as an iUustrattve example of an implementation of the principles of 
the present invention. / 

Figure 3 illustrates the step/ of the process for downloading a selected file from server 1 16. 
The web browser launches the program in step 210 when a user is using the web browser on personal 
computer 1 14 to visit a web Ate (e.g., a web site maintained by a server 116) that either accesses 
another server (not shown/or itself contains files that the user wishes to selectively download. In 
step 204, the user desigptes a file that he has selected by clicking (i.e., selecting via either a mouse 
selector button or a designated key of keyboard 1 24) on the file that the user wishes to download and 
then, in step 208, the browser prompts the user to indicate whether the user wishes to either open the 
selected file or toysave the selected file. In order to be able to download or play the file on his digital 
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storage devje^fthe user must launch the Software Program during step 210, which, in this case, 
means^tJiat the user must choose the "open file" option in reply to the query from the browser during 



When the Software Program is launched in step 210, in step 214 the Software Program 
retrieves the IP address of the server 1 16 that stores the file that has been selected by the user to be 
downloaded, and during step 216 the Software Program then sends a query to central server 100 to 
determine whether the IP address for server 1 1 6 is listed on the Approved Web Site Database. If the 
server 116 storing the file that was selected by the user to be downloaded is in the Approved Web 
Site Database maintained by central server 100, during step 332 the Software Program begins 
downloading the selected file from server 116. 

Either before, during or after the selected file is downloaded to the hard drive (not separately 
shown) or other memory of computer 1 14, during step 224 central server 100 prompts the Software 
Program to send information that is specific to computer 1 14 and the selected file to central server 
100, together with encryption information and other data, preferably over a secure connection. In 
response to the prompt, central server 100 stores and then uses this information, together with the 
other data that it receives from the Software Program running in computer 1 14, to assembly and 
transmit in step 228, unique encoding information back to the Software Program, so that the 
Software Program may, during step 240, use that encoding information to encrypt the file being 
downloaded, by using an encryption key unique to computer 1 14 and selected file being downloaded. 
Alternatively, the Software Program may encrypt the selected file and generate an encryption key 

Page 9 of 18 



PATENT 
P55941 

without receiving the encoding information from the central server 100. The Software Program may 
either begin the process of encrypting the selected file as the selected file is being downloaded, or 
alternatively, the Software Program may wait until the selected file has been completely downloaded 
and, during step 232, stored in a hidden directory in the hard drive, or other memory of computer 
114, and then, during step 240, begin the process of encrypting the selected file within computer 114. 
Once the selected file has been downloaded, during step 244 the Software Program opens a new 
window on the screen 122 of the monitor in order to display information such as, by way of example 
title, file name and the size of the file, that corresponds to the selected file. 

When the inquiry to central server 1 00 initiated in step 2 1 6 determines that the web site (e.g. , 
a web site accessed by server 1 16 or a web site maintained by computer 1 14) is not listed among the 
web sites on the Approved Web Site Database, during step 220 the Software Program provides the 
user with an option in step 248 that may be displayed on screen 1 22, to either download the selected 
file in an unencrypted format, or to not download the selected file. If the user selects to not receive 
the selected file in an unencrypted format, the Software Program terminates. If the user indicates 
a desire to receive the selected file in an unencrypted format, the Software Program downloads the 
selected file to a folder chosen by the user during step 252. 

The user needs to use the Software Program to download the selected file from personal 
computer 1 14 to a digital storage device 120 that is compliant with the specifications of this protocol 
because digital storage device 120 is configured to only play or display files that have been 
appropriately encoded by the Software Program. 
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1 Figure 4 illustrates the steps by which digital storage device 120 is able to download 

2 encrypted files from personal computer 1 14. In step 256, the user launches the program on personal 

3 computer 1 14. Then, in step 260, the user connects a digital storage device 120 to computer 1 14, 

4 and selects the particular desired file that the user wishes to download from computer 114. During 

5 step 264, the Software Program checks to determine whether the digital storage device 1 20 has been 

6 installed. If the determination establishes that device 120 has not been installed, the Program 

7 displays a message on screen 1 22 during step 268, stating that digital storage device 1 20 has not been 

8 yet initiated, and terminates the download algorithm. If the determination establishes that digital 
^ storage device 1 20 has been installed however, during step 272 digital storage device 1 20 downloads 
\ii the selected file and the corresponding encryption information from computer 114. 

m Subsequently, the user may activate device 120 in order to either play or display the selected 

m file during step 276. Once the user activates device 120 to either play or display the selected file, 

!j during step 280 device 120 employs the encryption key in order to check whether the file has been 

j3 properly encoded. If during step 284 the determination is made that the selected file has been 

© properly encoded, device 120 then decrypts and either plays or displays the file selected by the user 

16 during step 292. Alternatively however, if during step 284 a determination is made that the file has 

n not been properly encoded, digital storage device 120 alerts the user and neither plays nor displays 

is the selected file, but terminates the algorithm. 



19 



20 



In order that digital storage devices 120 are able to play or display files that have been 
obtained from sources other than the Internet, the Software Program may be used by the user to 
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encrypt those files as well. For example, in the case when it is determined to be appropriate to copy 
the contents of a compact disk onto the hard drive, or other memory of a personal computer 1 14 for 
later copying onto a digital audio storage device, for example, the Software Program may be used 
to appropriately encrypt the music tracks from the compact disk so that only that particular personal 
computer 114 and the digital storage devices 120 downloading the contents directly from that 
specific computer 1 14 will be able to play music from that specific compact disk. As an added 
measure of security, the Software Program may require that computer 114 be connected to the 
Internet and be able to access encryption coding information from the central server 100 so that the 
Software Program can use the encryption coding information from the central server to encode the 
selected file and to generate an encryption key. 




The s teps used l o implement this proce ss for Internet enabled digital - st o iage device s-js 
similar to those used for digital storage devices with personal computer interfaces, except that the 
Internet enabled digital storage devices do not require \k personal computer in order to access files 
from the Internet. As such, the Software Program is loaded on the Internet enabled digital storage 
device instead of onto a personal computer. Additionally, when downloading a file of a certain type 
from the Internet, the enabled digital storage device may alternatively configured so that it will only 
be able to download files from web sites/on the Approved Web Site List, whereas the personal 
computer 1 14 is able to bypass the Software Program to download files from any source. It is 
important to note however, that even/when using a personal computer 1 14, a digital device 120 with 
a personal computer interface th^c is compliant with the specifications of this invention is not able 
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to- bypass tho&o - copyrigh t protection mechanisms i 

A digital content encryption apparatus deigned to restrict the sources from which a digital 
storage device will play or display digital content, with an Approved Web Site Database which 
contains a list of the web sites which are determined to be appropriate sources of files of a certain 
type for digital storage devices adherent to the specification described in this invention. A Central 
Server connected to the Internet on which the Approved Web Site Database is stored that performs 
the following functions: when prompted by the Software Program located on a PC or Internet 
enabled digital storage device, performs query search to determine whether a submitted IP address 
is on the Approved Web Site Database; when it is found that the IP address is on the Approved Web 
Site Database, generates encryption key/encoding information that is unique to the file being 
downloaded and the device to which it is being downloaded and transmits it to the Software 
Program; and transmits unique encryption key/encoding, information to the Software Program when 
the Software Program requests one for the purpose of encoding digital content that is being copied 
from a media storage peripheral device onto the device's own digital storage memory. 

A Software Program located on a PC that performs the following functions: identifies the 
IP address from which a file is being downloaded; sends a query to the Central Server to determine 
whether an IP address is on the Approved Web Site Database; retrieves encryption key from Central 
Server when the IP address is on the Approved Web Site Database; encrypts the downloaded file on 
its own or using the encryption key provided by the Central Server 100; requests unique encryption 
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code/key from Central Server and/or generates own encryption key for the purpose of encrypting 
digital content being copied from a PC peripheral onto the PCs hard drive; and initializes a Digital 
Storage Device so that the Digital Storage Device is able to download and play/display encrypted 
files downloaded from the PC. 

A Digital Storage Device 120 with a PC interface that is adherent to this protocol, performs 
the following functions: connects to PC so that it can be initialized by the Software Program; allows 
the Software Program to retrieve information of files that it stores; allows the user to download files 
to it through the user interface of the PC Software Program; retrieves encryption key from the 
Software Program for files that it downloads; only plays or displays files that are appropriately 
encrypted; does not play or display files that are sent to it in unencrypted format; and does not 
provide other devices with access to its encryption key information. 

The Software Program could also be located on an Internet enabled digital storage device 1 20 
that performs the following functions: identifies the IP address from which a file is being 
downloaded; sends a query to the central server 100 to determine whether an IP address is on the 
Approved Web Site Database; retrieves encryption key/code information from central server 100 
when the IP address is on the Approved Web Site Database; encrypts the downloaded file using the 
encryption key provided by the central server 100; only plays or displays files that are appropriately 
encrypted; does not play or display files that are sent to it in unencrypted format; and does not 
provide other devices with access to its encryption key information. 
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The foregoing paragraphs describe a workable solution that is relatively efficient and 
foolproof when incorporated into processes and apparatus during the practice of the principles of the 
present invention, remedy the problem of protecting copyrightable material from unlawful use, 
reproduction and distribution by ensuring that a digital storage device will only be able to download 
or play those files that were obtained from sources deemed either by the manufacturer of the device, 
or by an overseeing organization, to be acceptable. This ensures that these processes and digital 
storage devices do not download, play or display files that were obtained over the Internet from web 
sites that have not been pre-approved by either the manufacturer of the device or by an overseeing 
organization. 
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